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Section One

INDEPENDENT SERVICE AUDITOR’S REPORT



. 230 West Street . tel 614.221.1120 . www.gbg.com
. Suite 700 fax 614.227.6999
Columbus, OH 43215

GJB)

Partners

To Management of
Primary Financial Company LLC
Dublin, Ohio

Independent Service Auditor’s Report

Scope

We have examined Primary Financial Company LLC’s description of its system for
processing transactions for user Credit Unions of its SimpliCD Brokered Certificate of
Deposit Program (“SimpliCD” or “System™) throughout the period January 1, 2013 to
September 30, 2013, and the suitability of design and operating effectiveness of
controls to achieve the related control objectives stated in the description.

Primary Financial Company LLC uses various subservice organizations to enable
certain aspects of its SimpliCD Brokered Certificate of Deposit Program including

e Pershing LLC, a subsidiary of BNY Mellon for safekeeping and settlement
services for a portion of the deposit assets.

e Microsoft Corporation and its Windows Azure Platform as a Service (PaaS)
for managing SimpliCD applications in a global network of Microsoft-
managed datacenters.

Primary Financial Company LLC’s control objectives and related controls which are
listed in section 4 of this report, include only the control objectives and related
controls of Primary Financial Company LLC and exclude the control objectives and
related controls of these subservice organizations. Our examination did not extend
to controls at the subservice organizations.

The description indicates that certain control objectives specified in the description
can be achieved only if complementary user entity controls contemplated in the
design of Primary Financial Company LLC’s controls are suitably designed and
operating effectively, along with related controls at the service organization. We
have not evaluated the suitability of the design and operating effectiveness of such
complementary user entity controls.



Service Organization’s Responsibilities

In Section 2 of this report, Primary Financial Company LLC has provided an assertion
about the fairness of this presentation of the description and the suitability of design
and operating effectiveness of the controls to achieve the related control objectives
stated in the description. Primary Financial Company LLC is responsible for
preparing the description and for the assertion, including the completeness, accuracy
and method of presentation of the description and the assertion, providing the
services covered by the description, specifying the control objectives and stating
them in the description, identifying the risks that threaten the achievement of the
control objectives, selecting the criteria, and designing, implementing and
documenting controls to achieve the related control objectives stated in the
description.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion on the fairness of presentation of the
description and the suitability of the design and operating effectiveness of the
controls to achieve the control objectives stated in the description, based on our
examination. We conducted our examination in accordance with attestation
standards established by the American Institute of Certified Public Accountants.
Those standards require that we plan and perform our examination to obtain
reasonable assurance about whether, in all material respects, the description is fairly
presented and the controls were suitably designed and operating effectively to
achieve the related control objectives stated in the description throughout the period
from January 1, 2013 to September 30, 2013.

An examination of a description of a service organization’s system and the suitability
of the design and operating effectiveness of the service organization’s controls to
achieve the related control objectives stated in the description involves performing
procedures to obtain evidence about the fairness of presentation of the description of
the system and the suitability of the design and operating effectiveness of those
controls to achieve the related control objectives stated in the description. Our
procedures included assessing the risks that the description is not fairly presented
and that the controls were not suitably designed or operating effectively to achieve
the related control objectives stated in the description. Our procedures also included
testing the operating effectiveness of those controls that we consider necessary to
provide reasonable assurance that the related controls objectives stated in the
description were achieved. An examination engagement of this type also includes
evaluating the overall presentation of the description and the suitability of the
control objectives stated therein, and the suitability of the criteria specified by the
service organization and described in management’s assertion in section 2 of this
report. We believe that the evidence we obtained is sufficient and appropriate to
provide a reasonable basis for our opinion.

Inherent Limitations

Because of their nature, controls at a service organization may not prevent, or
detect and correct, all errors or omissions in processing or reporting transactions.
Also, the projection to the future of any evaluation of the fairness of the presentation
of the description, or conclusions about the suitability of design or operating
effectiveness of the controls to achieve the related control objectives, is subject to
the risk that controls at a service organization may become inadequate or fail.
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Opinion

In our opinion, in all material respects, based on the criteria described in Primary
Financial Company LLC’s assertion in Section 2 of this report:

a) The description fairly presents the SimpliCD Brokered Certificate of
Deposit Program that was designed and implemented throughout the
period January 1, 2013 to September 30, 2013.

b) The controls related to the control objectives stated in the description of
were suitably designed to provide reasonable assurance that the control
objectives would be achieved if the controls operated effectively
throughout the period January 1, 2013 to September 30, 2013, and user
entities applied the complementary user entity controls contemplated in
the design of Primary Financial Company LLC’s controls throughout the
period January 1, 2013 to September 30, 2013.

c) The controls tested, which together with the complementary user entity
controls referred to in the scope paragraph of this report, if operating
effectively, were those necessary to provide reasonable assurance that the
control objectives stated in the description were achieved, operated
effectively through the period January 1, 2013 to September 30, 2013.

Description of Tests of Controls

The specific controls tested and the nature, timing and results of those tests are
listed in Section 4 of this report.

Restricted Use

This report and the description of tests of controls and results thereof in Section 4 of
this report are intended solely for the information and use of Primary Financial
Company LLC, user entities of Primary Financial Company LLC’s SimpliCD program
during some or all of the period January 1, 2013 to September 30, 2013 and the
independent auditors of such user entities, who have a sufficient understanding to
consider it, along with other information, including information about the controls
implemented by user entities themselves, when assessing the risks of material
misstatements of user entities’ financial statements. This report is not intended to
be and should not be used by anyone other than those specified parties.

GBQ Partners LLC

Columbus, Ohio
October 2, 2013
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Primary Financial Company LLC - Assertion

SimpliCD Process and Controls Assertion

We have prepared the description of Primary Financial Company LLC’s system (description)
for user investors of the SimpliCD Brokered Certification of Deposit Program during some or
all of the period January 1, 2013 to September 30, 2013 and their user auditors who have a
sufficient understanding to consider it, along with other information, including information
about controls implemented by user investors of the systems themselves, when assessing
the risks of material misstatements of user entities' financial statements. We confirm, to
the best of our knowledge and belief, that

A. The description fairly presents the system made available to user entities during
the period January 1, 2013 to September 30, 2013, for processing their
transactions. Primary Financial Company LLC uses various depository and
settlement subservice organizations. The description includes only the control
objectives and related controls of Primary Financial Company LLC and excludes
the control objectives and controls of these subservice organizations. The criteria
we used in making this assertion were that the description

1. presents how the system made available to user entities of the
system was designed and implemented to process relevant
transactions, including if applicable

a) the types of services provided including, as
appropriate, the classes of transactions processed.

b) the procedures, within both automated and manual
systems, by which services are provided, including,
as appropriate, procedures by which transactions are
initiated, authorized, recorded, processed, corrected
as necessary and transferred to reports and other
information prepared for user entities.

c) the related accounting records, supporting
information and specific accounts that are used to
initiate, authorize, record, process and report
transactions; this includes the correction of incorrect
information and how information is transferred to the
reports and other information prepared for user
entities.
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use of the authorized recipients. If you are not an authorized recipient, you are hereby notified that any review,
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d) how the system captures significant events and
conditions, other than transactions.

e) the process used to prepare reports and other
information for user entities.

f) the specified control objectives and controls designed
to achieve those objectives, including as applicable,
complementary user entity controls contemplated in
the design of the service organization’s controls.

g) other aspects of our control environment, risk
assessment process, information and communication
systems (including related business processes),
control activities and monitoring controls that are
relevant to processing and reporting transactions of
user entities of the system.

2. does not omit or distort information relevant to the scope of the
SimpliCD system, while acknowledging that the description is
presented to meet the common needs of a broad range of user
entities of the system and their financial statement auditors, and
may not, therefore, include every aspect of the system that each
individual user entity of the system and its auditor may consider
important in its own particular environment.

3. includes relevant details of any significant changes to the SimpliCD
system during the period covered by the description.

B. The controls related to the control objectives stated in the description were
suitably designed and operating effectively throughout the period January 1,
2013 to September 30, 2013, to achieve those control objectives. The criteria we
used in making this assertion were that

1. the risks that threaten the achievement of the control objectives
stated in the description have been identified by management;

2. the controls identified in the description would, if operating as
described, provide reasonable assurance that those risks would not
prevent the control objectives stated in the description from being
achieved; and
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3. the controls were consistently applied as designed, and manual
controls were applied by individuals who have the appropriate
competence and authority.

Mk b, S

Mark D. Solomon

President and CEO

Primary Financial Company LLC
Dublin, Ohio

October 2, 2013
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Description of Primary Financial Company LLC’s SIMPLICD
Brokered Certificate of Deposit Program

Overview and Background

Primary Financial Company LLC (“Primary” or “PFC”) is a leader in institutional
investment services. Formed in 1996, Primary is a corporate credit union service
organization (CUSO). Primary offers a turnkey program, called SimpliCD, which
enables its customers to invest in federally insured certificates of deposit (CDs).
Primary earns a spread over the term of the CD for performing the services of the
SimpliCD program. Through the SimpliCD program, customers have access to
competitive rates from a nationwide pool of CD issuing financial institutions.
Whether a customer is purchasing one CD or many, the entire amount is settled in
one transaction. SimpliCD tracks and monitors all payments received from multiple
CD issuing institutions and ensures that they are processed correctly. An Investment
and Interest Summary is sent to customers on a monthly basis and details the
customer’s entire SimpliCD portfolio. Additionally, customers receive one
consolidated monthly payment for their entire SimpliCD portfolio. SimpliCD only
offers CDs from institutions insured by the Federal Deposit Insurance Corporation
(FDIC) or the National Credit Union Share Insurance Fund (NCUSIF). Also, within
the SimpliCD program, the SimpliCD processing system assures that customers are
placed in no more than $250,000 in principal in any financial institution.

Control Environment
Organization and Operations

As a corporate CUSO, Primary was established in accordance with the provisions of
the National Credit Union Administration (NCUA) regulations and the Ohio Revised
Code. Primary is governed by a board of directors (the Board). Primary’s activities
are conducted in accordance with established policies and procedures adopted by the
Board of Directors, which are periodically updated.
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Control Environment (continued)
Organization and Operations (continued)

Primary has entered into an agreement with Corporate One Federal Credit Union
(Corporate One), an owner of Primary, whereby for a fee Corporate One provides
certain accounting and marketing services to Primary. There are also various
functional departments that manage and perform the daily operations of Primary and
the SimpliCD program. The trading department is primarily responsible for obtaining
current rates from issuing institutions, performing financial reviews and insurance
verification of issuing institutions, making rates available to SimpliCD customers and
purchasing CD assets. The operations department is primarily responsible for
processing all cash flow related to the SimpliCD program and ensuring that
safekeeping receipts are received and reviewed for accuracy. Primary manages its
own information systems and relies on third parties for payroll, benefit
administration and other human resource functions. The sales staff of the SimpliCD
program is primarily made up of co-brokers, mainly corporate credit unions. The co-
brokers earn a portion of the spread for CDs sold by them.

Personnel Controls

The Company’s hiring practices are designed to ensure that employees are qualified
for the job responsibilities. Hiring policies include minimum education and
experience requirements, and background and reference checks. The performance
of personnel is evaluated on an on-going basis and must meet performance
standards set by the Company. Failure to meet performance standards will result in
disciplinary actions up to and including termination of employment. Employees are
prohibited from divulging confidential information regarding client affairs or taking
any action contrary to the best interest of clients.

Management communicates with the various functional areas of the Company
through regular meetings and conferences.

Risk Assessment

The Board of Directors and management of the Company monitor risk and quality of
operations through review of financial, operational, co-broker and customer reporting and
feedback. There is also a formal strategic process that is updated on an annual basis to
guide the long term objectives of the organization.
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Information and Communication

SimpliCD is developed and runs using the Microsoft .NET architecture. SimpliCD is hosted
on Microsoft's Azure cloud environment. System development follows a structured
development methodology based on Microsoft Team Foundation Server and Microsoft Visual
Studio. Program changes or data changes are requested only through the Help Desk
Request e-Mail System. All change requests are logged in e-Mail. Requests are reviewed
by the IT Director, Operations VP and CEO and pass through a formal approval process.
Each request is thoroughly documented. Each code change passes through a code review
process performed by IT workers other than the code developer. Each code change is
tested by the developer and end users and is subject to formal approval to move into
Production by the requester’'s manager. Code versions are maintained in Microsoft Team
Foundation Server (TFS). TFS access is restricted to PFC IT employees and contractors
only. Production versions of application packages are maintained in Azure Blob storage for
backward compatibility.

PFC user and corporate user connections to SimpliCD applications are secured via HTTPS
protocols. Logical Access for PFC users and corporate users of the web based SimpliCD
application is restricted by built in login systems using uniquely identifiable user accounts
and application functions groups. There are several groups to restrict access for application
functions. Access to each is limited and controlled. Each corporate user has a desighated
Administrator assigned to manage their users’ rights. The corporate Administrator is
assigned or change only after completing and signing ‘Administrator Change Request Form’
by senior official of the corporate. Requests for establishing, suspending or closing user
accounts are initiated by business managers through the help desk. Access profiles are
granted based on managers request, and IT confirms with managers any request that
appears to be atypical for a given role.

Application code and database access are restricted to IT workers only. The PFC file system
is located within Microsoft Azure Blob storage facilities. PFC uses secure desktop and web
clients to access the file system. These provide access control using uniquely identifiable
user accounts with folder access permission levels.

The Columbus, Indiana office has the same type of secured internet connection as the
Dublin, Ohio office. Access to the web application and file system operates the same within
both offices for all users and is controlled only by IT employees located at the Dublin Office.
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Sub Service Organizations

Primary Financial Company uses third-party service providers in its normal course of
business to provide settlement and safekeeping of certain deposit assets, and for hosting its
public facing SimpliCD applications and platform architecture. The table below contains a
description of the services provided, and a link to the respective sub-service organizations
web site.

Company Description Web site reference
Pershing LLC is a subsidiary of BNY Mellon
and a leading provider of securities
services.

www.pershing.com/broker_dea
Pershing provides clearing, execution, ler/operational_suport.htm
settlement, custody and trading services for
a portion of the SimpliCD program deposit
assets.

Pershing LLC

Windows Azure is a Microsoft cloud
computing platform used to build, deploy
and manage applications and services
through a global network of Microsoft-
managed datacenters. Primary Financial’s www.windowsazure.com
Brokered Certificate of Deposit Program
(SimpliCD) was developed, deployed and is
managed through this Platform as a Service
offering.

Microsoft
Corporation

This report addresses the relevant control objectives and related controls of Primary Financial
Company LLC. GBQ’s examination did not extend to the controls of the aforementioned sub-
service providers.
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Description of Controls

Control Objective 1: Controls are in place to provide reasonable assurance that
issuing financial institutions properly title each CD.

PFC provides the issuing institution detail titling instructions and then reviews safekeeping
receipts to assure the title on the CDs are correct.

Control Objective 2: Controls are in place to provide reasonable assurance that for
each customer no more than $250,000 of investments can be purchased in any
single financial institution.

The system has an embedded programed feature that identifies and prevents a customer
from exceeding the insured limit amount from an issuing institution.

Control Objective 3: Controls are in place to provide reasonable assurance that
each CD is sold to only one customer.

The system has embedded features that match the available CDs to the trades and prevent
overselling of the same CD to more than one investor

Control Objective 4: Controls are in place to provide reasonable assurance that
CDs are only sold for FDIC/NCUSIF insured financial institutions.

Only issuers with federal deposit insurance are authorized issuers of CDs within the
parameters of the system.

Control Objective 5: Controls are in place to provide reasonable assurance that
Primary’s safekeeping records for SimpliCD are complete and accurate.

PFC monitors the receipt of safekeeping receipts from all of its issues using an automated
control system. Once the receipts are received, a process is in place to review the receipt
for accuracy and completeness. An electronic copy is then created and maintained.
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Description of Controls (continued)

Control Objective 6: Controls are in place to provide reasonable assurance that
incoming funds from customers are properly accounted for and principal is
properly remitted to the issuers.

Each day a balancing process is followed to assure all incoming and outgoing funds are
matched and reconciled to assure that all funds are properly accounted for. The system
also identifies all CDs maturing on a given day so that any funds not received are properly
identified and controlled.

Control Objective 7: Controls are in place to provide reasonable assurance that
payment of interest to customers is accurate and timely.

Interest is remitted to investors on an automated basis using the contractual terms agreed
to by the investor, regardless of when the funds are actually received form the issuer.
Monitoring systems are in place to assure the related income is received from the issuer as
well. Each investor is provided a monthly statement detailing interest and principle
payments.

Control Objective 8: Controls are in place to provide reasonable assurance that
receipt of interest from issuers is accurate and timely.

All issued CDs are individually accounted for on the system and expected interest income is
calculated. As interest is received it is posted to the respective CD in the system. This
provides for the monitoring by both CD and issuer of interest due.

Control Objective 9: Controls are in place to provide reasonable assurance that
principal is received from issuers and properly remitted to Primary’s customers.

Each day a balancing process is followed to assure all incoming and outgoing funds are
matched and reconciled to assure that all funds are properly accounted for. The system
also identifies all CDs maturing on a given day so that any funds not received are properly
identified and controlled.
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Description of Controls (continued)

Control Objective 10: Controls are in place to provide reasonable assurance that
principal is received from issuers and properly remitted to Primary’s customers for
bank and credit union failures.

PFC has written procedures in place that are followed in connection with issuing institution
failures, to assure that the federal insurance is maintained. These procedures include
communication protocol with the respective deposit insurer and monitoring to assure all
investor funds are received and remitted.

Control Objective 11: Controls provide reasonable assurance that logical access to
programs, data and computer resources is restricted to authorized and
appropriate users.

System Administration and Development Authentication and Access

System Administrators and Application Developers use the Azure Management Console for
defining and establishing the cloud web services and database system configurations.
These users are PFC employees and contractors. The Azure Management Console requires
these users to authenticate with a user ID and password. Each user has a unique Azure
user id and password.

System Administrators, Administrative Support employees and Application Developers use
desktop applications to access blob storage for administrative documents and also to access
settlement files which are processed by SimpliCD. The desktop application organizes the
blob storage as a virtual drive and folder system. Access control is limited to the user’s
required functionality and users are given access only to the logical folders required to
perform their job functions. Each user has a unique user id and password.

Operating system authentication is independent of application access. Web browsers using
https access Azure. PFC employees use local Windows workstation authentication to access
their workstations. Unique user ID and passwords are required for PFC employee
workstation access. PFC System Administrators use a generic administrative account to
perform privileged desktop maintenance, because the workstations are not in a Windows
domain.

SimpliCD users authenticate to SimpliCD with a unique user ID and password.
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Description of Controls (continued)
SimpliCD Authentication

Password constraints exist which are designed to facilitate the use of strong passwords.
These controls include minimum length, complexity and account lockout for invalid
password attempts. In addition, SimpliCD will time-out and return to the authentication
screen after a period of inactivity. Clear-text passwords are not stored by SimpliCD;
password hashes are stored.

User Access Control

Each corporate credit union has roles assigned to their employees. These roles include
Authorized Signer, Administrator and Users. Individual access granularity can be
established within the organization for users by assigning privileges to groups and assigning
users into these groups.

PFC maintains contact with Authorized Signers for each corporate credit union. An
Authorized Signer is a corporate credit union employee who is a member of senior
management. The Authorized Signer is authorized to delegate the persons at the credit
union who are permitted to have administrative access to SimpliCD. The credit union
employee(s) designated as administrators have the authority to establish employee access.

During the establishment of .NET, Authorized Signers provided e-mail requests to a
designated PFC Trader who is familiar with corporate credit union personnel. These
requests were forwarded to and coordinated with the PFC IT Director for establishing access
rights prior to conversion. Post-conversion, PFC requires a signed form to change
Authorized Signers and SimpliCD Administrators.

User organizations (corporate credit unions) are restricted to accessing only their own
investment, trading and user information. A system-control is in place which is a
programmed routine to detect permissions and return only results for the organization.

Network Controls

Azure provides the ability for system administrators to establish and manage certain firewall
rules within the application’s virtual database environment. Microsoft Azure provides
additional system level controls which secure each subscribers virtual environment. Each
subscription has a unique subscription id. Access within the subscription’s environment is
granted only with access credentials for that subscription.
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Description of Controls (continued)

Control Objective 12: Controls provide reasonable assurance that physical and
logical access to the application development environment is restricted to
authorized and appropriate personnel.

Physical Access Controls

The Brokered Certificate of Deposit Program (SimpliCD) system is hosted at Microsoft's
Azure datacenters; however, PFC maintains its application development environment at the
corporate headquarters which is located in a multi-tenant office building in Dublin Ohio. The
office building automatically locks and unlocks the doors at proscribed times to secure the
building during non-business hours.

The PFC office suite has two entrances; the front entrance is locked during non-business
hours and the back entrance is locked at all times. Both entrances are alarmed. A chime is
sounded any time either door is opened during normal business hours. The staff arms the
system when they leave at night, and disarm it when they arrive each morning. Physical
keys and a combination keypad are used to gain access to the suite.

Logical Access Controls

PFC uses portable and desktop computers to access the application development and
system management environments (Microsoft Team Foundation Server and Azure
respectively). Workstation controls include:

e Workstations access is secured with a unique user id and password.

e Local user profiles are limited to the primary workstation user and an
administrator account.

e Anti-malware software is in use.

e Workstations are configured to automatically download and install Windows
updates.

o Files are stored on the Azure storage system.

e Local workstation shares are not used.
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Description of Controls (continued)

Control Objective 13: Controls provide reasonable assurance that changes to
application programs and related data management systems are authorized,
tested, documented, approved and implemented to result in the complete,
accurate and timely processing and reporting of transactions and balances.

Application Development and Change Control

Application change requests are generated by PFC employees. Requests may originate in
PFC or from a co-broker.

E-mail is used for communicating the request specifications, development, prototyping,
approval and production staging. Microsoft Team Foundation is also used for this process
during package development, and was used extensively for the initial conversion from Notes
to ASP.

Requests are reviewed by the Helpdesk and developer teams. This process defines the
nature of the request and is used to determine the impact on all SimpliCD users. This
process is also used to break a request into component phases if necessary.

Code development is managed in Microsoft Team Foundation Server. Team Foundation
Server provides management utilities to provide consistency and communication in the
development, testing, and migration phases.

Code instances are named with a specific date and time to ensure developers select the
latest code instance for changes.

A new environment instance is created in Azure for testing. The new environment is
generated from a configuration file which exists in the backups. Configuration files are
contained in application packages. These configuration files define the environment.
Microsoft Team Explorer automatically builds the environment and copies all the production
code into the test environment. The configuration files and the application package solution
files used by Team Foundation help ensure consistency and completeness.

A new package will be deployed for testing in Azure using the correct backup of the
environment, which includes the environment (instance) definition.

Code review is done by a separate PFC developer and by Quick Solutions, Inc., a contracted
third-party developer. Visual Studio provides a side-by-side code comparison feature which
is used to review code changes. Code review and approval is communicated by e-mail.
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